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DETAILED ACTION 
Claim Rejections - 35 USC §101 
1. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 



2. Claim 13 is rejected under 35 U.S.C. 101 because claim 13 recites, " a method of 
transmitting an encrypted signal between first and second transmitting/receiving stations'. The 
"encrypted signal" is merely software that is transmitted between two stations. Claim 13 is 
rejected under 101 for claiming software, and is not tangible and thus is directed to non-statutory 
subject matter. 



Double Patenting 
Nonstatutory 

3. The nonstatutory double patenting rejection is based on a judicially created doctrine 
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or 
improper timewise extension of the "right to exclude" granted by a patent and to prevent possible 
harassment by multiple assignees. A nonstatutory obviousness-type double patenting rejection 
is appropriate where the conflicting claims are not identical, but at least one examined 
application claim is not patentably distinct from the reference claim(s) because the examined 
application claim is either anticipated by, or would have been obvious over, the reference 
claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re 
Goodman, 1 1 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 
USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re 
Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 
USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may 
be used to overcome an actual or provisional rejection based on a nonstatutory double patenting 
ground provided the conflicting application or patent either is shown to be commonly owned 
with this application, or claims an invention made as a result of activities undertaken within the 
scope of a joint research agreement. 
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Effective January 1, 1994, a registered attorney or agent of record may sign a terminal 
disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR 
3.73(b). 

4. Claims 1-13 are provisionally rejected on the ground of nonstatutory obviousness-type 
double patenting as being unpatentable over claims 1-6, 9-14, 16-18, 21 of copending 
Application No. 10/837775. Thus, Claims 1-13 are rejected under obvidusness-type double 
patenting. Although the conflicting claims are not identical, they are not patentably distinct 
from each other because the reasons are listed below: 

This is a provisional obviousness-type double patenting rejection because the conflicting 
claims have not in fact been patented. 

5. Claim 1 of Application 10/665612 is rejected over claim 1-2 of Application 10/837775. 
Claim 1 of Application 10/665612 contains limitations recited in Claims 1-2 of Application 
10/83775. Claim 1, of Application(10/665612) also recites wherein the classical encryption 
system is adapted to receive a VPN signal from the VPN and encrypt the VPN signal using the 
quantum key. It would have been obvious to one of ordinary skill in the art at the time of the 
invention to include classical encryption system is adapted to receive a VPN signal from the 
VPN and encrypt the VPN signal using the quantum key, because encrypting a VPN signal using 
a quantum key ensures that the signal cannot be eavesdropped. 

6. As per claim 2(10/665612), recites same limitations as claim 4(10/837775). 

7. As per claim 4(10/665612), recites limitations as claim 5(10/837775). 

8. As per claim 5(10/665612), recites same limitations as claim 6(10/837775). 

9. As per claim 6(10/665612), recites same limitations as claim 9 and 14(10/837775). 

10. As per claim 7(10/665612), recites same limitations as claim 10(10/837775). 
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11. As per claim 8(10/665612) limitations are addressed in claim 12(10/837775). 

12. As per claim 10(10/665612) limitations are addressed in claim 16(10/837775). 

13. As per claim 1 1(10/665612), recites same limitations as claim 17(10/837775). 

14. As per claim 12(10/665612), recites same limitations as claim 18(10/837775). 

15. As per claim 13(10/665612) limitations are addressed in claims 16-17, and 
21(10/837775). 

* 

Claim Rejections -35 USC §103 

16. The following is a quotation of 35 U.S.C 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

17. Claims 1-8, 10-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over Hoke 
et al(6,701,437) in view of Elliot(7,068,790). 

1 8. As per claim 1 , Hoke et al. discloses VPN(see col. 3, lines 27-28) having first(fig. 1 sheet 

* 

1, #140) and second VPN stations(see col. 3, lines 33-35, fig. 1 sheet 1 #150), a classical 
encryption system having first and second operatively connected encryption/decryption 
processors(see fig. 1 sheet 1, #115, #145, #155, col. 6, lines 27-40, 48-58, col. 7, lines 27-57) 
operatively connected to the first and second VPN stations(see col. 6, lines 48-57). Hoke does 
not disclose a quantum key distribution(QKD) system having first and second operatively 
connected QKD stations, the QKD system being adapted to exchange a quantum key between 
the first and second QKD stations and provide the quantum key, encrypt signal using the 
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quantum key. Elliot discloses disclose a quantum key distribution(QKD) system(see col 2, lines 
7-12) having first and second operatively connected QKD stations(#105a, #105b see fig. 1 sheet 
1), the QKD system being adapted to exchange a quantum key between the first and second 
QKD stations and provide the quantum key, encrypt signal using the quantum key(see col. 4, 
lines 7-20). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to include Quantum Key Distribution(QKD) of Elliot with Hoke, the motivation is that 
by using QKD it assures the confidentiality of encryption keys distributed across a QKD path 
that may include multiple switches and links in a multi-mode QKD network(see col. 2, lines 14- 
20 of Elliot). Thus, the confidentiality of the distributed encryption key(s) assured, the privacy 
of any data encrypted using the distributed encryption key(s) is further assured(see col. 2, lines 
14-23 of Elliot). 

19. As per claim 2, Hoke discloses first and second transmitting/receiving stations(see fig. 1 
sheet 1, #140, #150) operatively connected to the first and second VPN stations(see col. 6, lines 
48-57), respectively, wherein the first and second transmitting/receiving stations are adapted to 
transmit and/or receive plaintext(i.e. decrypt) signals to and from the respective first and second 
VPN stations(see col. 6, lines 27-40, 48-58, col. 7, lines 27-57). 

20. As per claim 3, Hoke discloses the first and second e/d processors are connected by and 
Ethernet section(see col. 6, lines 20-26). 

21. As per claim 4, Hoke discloses the first and second VPN stations are computers(see col. 
6, lines 41-45). 

22. Same Motivation as applied above. As per claim 5, Hoke does not disclose a quantum 
key storage device for storing the quantum key provided by the QKD system. Elliot discloses a 
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quantum key storage device for storing the quantum key provided by the QKD system(see col. 4, 
lines 61-64). 

23. As per claim 6, Hoke discloses a VPN layer(see fig. 1 sheet 1), a classical encryption 
layer connected to the VPN layer(see col. 6, lines 27-40, 48-58). Elliot discloses a QKD layer, 
wherein the QKD layer provides a quantum key to the classical encryption layer so that the 
classical encryption layer is capable of encryption information using the quantum key(see col. 4, 
lines 7-20). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to include encryption using a quantum key of Elliot with Hoke, the motivation is that 
using a quantum key for encryption can detect eavesdropping on the QKD path/layer and my 
route the distribution of encryption keys around the eavesdropping in the network, and 
encryption by using a quantum key can also be used to locate if there is a eavesdropper(see col. 
2, lines 25-31 of Elliot). 

24. Same Motivation as claim 1 above. As per claim 7, Elliot discloses the QKD layer 
includes first and second QKD stations respectively operatively coupled to the first and second 
e/d processors and adapted to symmetrically distribution the quantum key to the first and second 
e/d processors(see col. 2, lines 7-12, fig. 1 sheet 1). 

25. As per claim 8, Hoke discloses first and second transmitters/receivers operatively 
connected through a VPN(see fig. 1 sheet 1); encryption system col. 6, lines 27-40, 48-58, col. 7, 
lines 27-57). Elliot discloses a QKD system provides a quantum key to the encryption system to 
encrypt and decrypt a plaintext signal input from one of the first and second 
transmitters/receivers(see col. 2, lines 14-20, col. 4, lines 7-20). It would have been obvious to 
one of ordinary skill in the art at the time of the invention to include encryption using a quantum 
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key of Elliot with Hoke, the motivation is that using a quantum key for encryption can detect 
eavesdropping on the QKD path/layer and my route the distribution of encryption keys around 
the eavesdropping in the network, and encryption by using a quantum key can also be used to 
locate if there is a eavesdropper(see col. 2, lines 25-31 of Elliot). 

26. As per claim 10, limitations have already been addressed(see claims 1 and 7). 

27. As per claim 1 1 , limitations have already been addressed(see claim 2). 

28. As per claim 12, limitations have already been addressed(see claim 3). 

29. As per claim 13, Hoke discloses transmitting an encrypted signal between first and 
second transmitting/receiving stations(see col. 7, lines 27-46), sending a first plaintext signal 
from the first transmitting/receiving station to a first VPN station of a VPN; converting the first 
plaintext signal to a first VPN signal at the first VPN station; providing the first VPN signal to a 
first encryption/decryption processor of a classical encryption system also having a second 
processor(see col. 7, lines 27-58), forming an encrypted VPN signal from the first VPN signal at 
the first processor(see col. 7, lines 27-46), for a decrypted VPN signal from the encrypted VPN 
signal at the second processor(see col. 7, lines 27-58), forming second plaintext signal from the 
decrypted VPN signal at a second VPN station in the VPN; and receiving the second plaintext 
signal at the second transmitting/receiving station(see col. 8, lines 38-51, col. 9, lines 6-17). 

30. Hoke does not disclose a quantum key. Elliot discloses exchanging a quantum key 
between first and second QKD stations in a QKD system and providing the quantum key to the 
first and second processors(see col. 4, lines 7-20); using the quantum key provided to the first 
processor; using the quantum key provided to the second processor(see col. 4, lines 7-20). It 
would have been obvious to one of ordinary skill in the art at the time of the invention to include 
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encryption using a quantum key of Elliot with Hoke, the motivation is that using a quantum key 
for encryption can detect eavesdropping on the QKD path/layer and my route the distribution of 
encryption keys around the eavesdropping in the network, and encryption by using a quantum 
key can also be used to locate if there is a eavesdropper(see col. 2, lines 25-31 of Elliot). 

31. As per claim 14, limitations have already been addressed(see claim 6). 

32. As per claim 15, limitations have already been addressed(see claim 7). 

33. Claims 9 and 16 rejected under 35 U.S.C. 103(a) as being unpatentable over Hoke et al. 
in view of Elliot as applied to claim 8 and 14 respectively above, and further in view of Federal 
Information Processing Standards Publication 140-2. 

34. As per claim 9, Hoke nor Elliot disclose the classical encryption system is FIPS- 
compliant. Federal Information Processing Standards(FIPS) teaches classical encryption is FIPS 
compliant, and teaches that level 1 includes encryption(see pg. 1). It would have been obvious to 
include the classical encryption is FIPS compliant, with Hoke-Elliot combination, the motivation 
is that by having a FIPS standard, it satisfies the cryptographic module utilized within a security 
system protecting sensitive information(see iii of FIPS 140-2). 

35. As per claim 16, FIPS standard teaches forming the classical encryption link with a FIPS 
compliant encryption link(see pg. 1-2). It would have been obvious to include the encryption 
link is FIPS compliant, with Hoke-Elliot combination, the motivation is that by having a FIPS 
standard, it satisfies the cryptographic module utilized within a security system protecting 
sensitive information(see iii of FEPS 140-2). 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jenise E. Jackson whose telephone number is (571) 272-3791 . 
The examiner can normally be reached on M-Th (6:00 a.m. - 3:30 p.m.) alternate Friday's. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

* 

Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 




